% SIKICH.

IT & Cybersecurity SOLUTIONS

HIGHER EDUCATION

Protect your campus with innovative, scalable and industry leading IT and
cybersecurity solutions with Sikich.

For more information on any of the services listed below, please contact netsec@sikich.com.

@ Modern workplace

= Microsoft Teams
= Microsoft 365 suite

= Microsoft Business Voice = SharePoint

= Azure

Tech 360 managed security services

dl

= 24x7x365 Security Operation Center (SOC) = Security information and event

management (SIEM) 1001
0101

= Architecture design

= Managed detection and response (MDR) Professional IT services

= File-integrity monitoring = Employee security awareness training

i . = Cloud strategy plannin
dj Security audits and assessments and assessments
= CMMC = GDPR = HITRUST = PCIDSS = Data migrations and
= CCPA = GLBA = IT controls = SSAE18(S0OC) systems integrations
= FFIEC = HIPAA/HITECH = NIST = IT consulting
. ] = Disaster recovery planning
Security testing = Network security
= Network (external/internal) = Mobile application testing * Ongoing network
penetration testing = Product security assessments optimization

= Application and API testing and testing .

Planning, scoping and

Embedded OS and custom OS =
distribution testing

Firmware and circuit board BIOS testing .

Social engineering and physical
security testing

Wireless network reviews and testing

service provider selection
Remote work enablement

Solution deployments

= Network segmentation testing
= Network and application vulnerability scanning

For more information

* Security consulting

= Virtual Chief Information Security Officer = Network security assessments about our services, visit
(vCISO) = Security and risk assessments www.sikich.com.

* Blockchain security reviews = Secure cloud transition consulting

= Cloud security assessments = Secure design consulting

= Information security consulting = Vendor management and

= Information security policy development security assessments

= Business continuity planning

% Forensics and incident response

= Breach verification and remediation = Forensic investigations
= Datarecovery = Incident response plan development
= E-discovery = Tabletop simulation exercises

= Electronic litigation
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